TITLE OF THE INVENTION 

Encryption Circuit Achieving Higher Operation Speed 
BACKGROUND OF THE INVENTION 
Field of the Invention 
5 The present invention relates to a technique for encrypting and 

decrypting information to be used, and more particularly to an encryption 
circuit encrypting and decrypting data with an operation such as power 
remainder operation, Montgomery operation, addition and subtraction, or 
the like. 

10 Description of the Background Art 

As an information technology develops, an emphasis has been placed 
on ensuring security on a information network (prevention of theft or 
destruction of data). Accordingly, techniques for encrypting and decrypting 
information have been adopted in many cases. The technique is applied 

15 not only to a field of information and communication technology, but also to 
more familiar fields such as transportation, finance, medical care, 
distribution, and the like. With respect to the technique for encryption and 
decryption of this type, it is demanded that security of high level can be 
implemented with a simple principle. 

20 Examples related to such techniques are disclosed in Japanese 

Patent Laying-Open No. 5-324277 and Japanese Patent Laying-Open No. 
2002-229445. 

A method for encrypted communication disclosed in Japanese Patent 
Laying-Open No. 5-324277 implements a remainder operation Q=A BmodN 

25 and a power remainder operation C=M e modN by repetition of operations of a 
similar format Z=UVR~ 1 modN using N and R (R: a prime integer). 

In addition, a power remainder operation circuit disclosed in 
Japanese Patent Laying-Open No. 2002-229445 includes an e register 
holding a key e, a Y register holding a multiplier Y for Montgomery 

30 conversion, an N register holding a key N, a B2N register holding a value of 
2B+N performed in an operation of Montgomery conversion, an X register 
holding a plaintext X, an operation circuit performing an operation for 
encryption and decryption, a P register holding an operation result P, and 
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the like. Thus, the power remainder operation circuit can implement a 
processing with high speed. 

Security of most cryptosystems in present days is based on difficulty 
in finding a private key through calculation, considering time required 
5 therefor. For example, when encryption with RSA (Rivest-Shamir- 
Adleman scheme) is used, security is based on difficulty in prime 
factorization of an integer N in a short period of time, which is a product of 
two prime numbers (N=pxq; p and q are prime numbers). Conversely, this 
means that, in order to ensure security of the RSA scheme, digits of selected 

10 prime numbers p and q must be increased, as performance of a calculator 
such as a computer is enhanced in the future. 

Consider an example in which an encryption circuit having a large 
bit length is configured according to the inventions disclosed in Japanese 
Patent Laying-Open No. 5-324277 and Japanese Patent Laying-Open No. 

15 2002-229445 described above. The simplest method is to modify the 

encryption circuit by increasing registers, however, this is not desirable. 
This is because the time for operation and the size of the encryption circuit 
will be increased in accordance with the increase of the registers. 

In addition, if the bit length which an addition and subtraction 

20 circuit can handle at a time is extended, for example, from 128 bits to 256 
bits, a propagation path for a carry in addition and subtraction will be 
extended, leading to difficulty in raising an operation frequency. 
SUMMARY OF THE INVENTION 

An object of the present invention is to provide an encryption circuit 

25 of which operation clock frequency can be raised and of which operation 
speed can be improved. 

According to one aspect of the present invention, an encryption 
circuit includes a plurality of operation circuits which are connected, and a 
control circuit controlling the plurality of operation circuits to provide 

30 encryption or decryption control. Each of the plurality of operation circuits 
includes a first register holding operation data, an addition and subtraction 
circuit performing addition and subtraction with respect to the operation 
data held in the first register, a right-shift circuit performing right-shift 
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with respect to an operation result by the addition and subtraction circuit, 
and a second register holding an operation result by the right-shift circuit. 
An addition and subtraction circuit in a first operation circuit performs 
addition and subtraction using a carry -in signal from a second operation 
circuit, and outputs a carry-out signal generated through addition and 
subtraction to a third operation circuit. A right-shift circuit in the first 
operation circuit performs right-shift using a shift-in signal from the third 
operation circuit, and outputs a shift-out signal generated through right- 
shift to the second operation circuit. 

The addition and subtraction circuit in the first operation circuit 
performs addition and subtraction using the carry-in signal from the second 
operation circuit, and outputs the carry-out signal generated through 
addition and subtraction to the third operation circuit. Therefore, even if a 
data length of the operation data is extended, the propagation path for the 
carry can be shortened, and the operation clock frequency of the encryption 
circuit can be improved. 

The foregoing and other objects, features, aspects and advantages of 
the present invention will become more apparent from the following detailed 
description of the present invention when taken in conjunction with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing an overall configuration of an 
encryption circuit shown in the application, which was filed by the present 
applicant. 

Fig. 2 is a block diagram showing an overall configuration of an 
operation circuit 12. 

Fig. 3 is a block diagram showing an overall configuration of an 
encryption circuit in a first embodiment of the present invention. 

Fig. 4 is a block diagram illustrating an internal configuration of 
operation circuits 0 to 3 (22 to 25). 

Fig. 5 is a timing chart illustrating an input timing of operation data 
in the operation circuit and a timing of data write to a P register 37. 

Fig. 6 is a timing chart illustrating a timing in an example in which 



input of the operation data in the operation circuit and data write to P 
register 37 are successively performed. 

Fig. 7 is a block diagram showing an overall configuration of an 
encryption circuit in a second embodiment of the present invention. 
5 Fig. 8 is a block diagram illustrating an internal configuration of 

operation circuits 0 to 3 (41 to 44) in the second embodiment of the present 
invention. 

Fig. 9 is a block diagram illustrating an internal configuration of an 
operation circuit in a third embodiment. 

10 Fig. 10 is a block diagram illustrating an internal configuration of an 

operation circuit in a fourth embodiment. 

Fig. 1 1 is a block diagram illustrating an internal configuration of an 
operation circuit in a fifth embodiment. 

Fig. 12 is a block diagram illustrating an internal configuration of an 

15 operation circuit in a sixth embodiment. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Initially, an encryption circuit disclosed in Japanese Patent Laying- 
Open No. 2002-229445 or the like, which was filed by the present applicant, 
will briefly be described. 

20 Fig. 1 is a block diagram showing an overall configuration of the 

encryption circuit, which was filed by the present applicant . An encryption 
circuit 10 includes an operation circuit 12, and a control circuit 11 
con trolling operation circuit 12 to perform an operation such as power 
remainder operation, Montgomery operation, addition and subtraction, or 

25 the like. 

Fig. 2 is a block diagram showing an overall configuration of 
operation circuit 12. Operation circuit 12 includes: four e registers 121 
holding key e; four Y registers 122 holding multiplier Y for Montgomery 
conversion; four X registers 123 holding plaintext X; four N registers 124 

30 holding key N; four B2N registers 125 holding a value of 2B+N performed in 
an operation of Montgomery conversion; an addition and subtraction circuit 
126 of 128 bits; a holding circuit 127 holding a carry of the most significant 
bit of an operation result output from addition and subtraction circuit 126; a 
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right-shift circuit 128 of 128 bits; a holding circuit 129 holding a shift-out of 
the least significant bit, caused in a right-shift processing by right-shift 
circuit 128, for use as a shift-in signal in another right-shift processing; a 
plurality of P registers 130 temporarily holding an operation result output 
5 from right-shift circuit 128; a left-shift circuit 131 of 128 bits; and a holding 
circuit 132 holding a shift-out of the most significant bit, caused in a left- 
shift processing by left-shift circuit 131, for use as a shift-in signal in 
another left-shift processing. 

Operation processings such as power remainder operation, 

10 Montgomery operation, RSA encryption and the like are implemented 

mainly by repetition of addition, subtraction, multiplication, and division. 
Therefore, when control circuit 11 controls operation circuit 12 shown in Fig. 
12 to cause the same to repetitively perform the operation in accordance 
with respective operation algorithms, these operation processings will be 

15 achieved. For details of the operation algorithms, refer to the 
aforementioned references. 
(First Embodiment) 

Fig. 3 is a block diagram showing an overall configuration of an 
encryption circuit in the first embodiment of the present invention. An 

20 encryption circuit 20 includes a control circuit 21 providing overall control of 
encryption circuit 20, and four operation circuits 0 to 3 (22 to 25). In the 
present embodiment, RSA scheme is assumed as an encryption scheme, and 
in addition, operation length of 512 bits is assumed. The present 
embodiment, however, is not limited to such an example. 

25 Control circuit 2 1 outputs data, which is received from outside and is 

necessary for operation, to operation circuits 0 to 3 (22 to 25) via a data bus, 
and outputs an operation result received from operation circuits 0 to 3 (22 to 
25) via the data bus to the outside. In addition, control circuit 21 outputs a 
control signal to operation circuits 0 to 3 (22 to 25) in accordance with RSA 

30 encryption or decryption algorithm. 

Fig. 4 is a block diagram illustrating an internal configuration of 
operation circuits 0 to 3 (22 to 25). Each of operation circuits 0 to 3 (22 to 
25) includes an e register 31 holding key e, a Y register 32 holding an 
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encrypted plaintext Y, an X register 33 holding plaintext X to be encrypted, 
an N register 34 holding key N, an addition and subtraction circuit 35 of 128 
bits, a right-shift circuit 36 of 128 bits, a P register 37 temporarily holding 
an operation result output from right-shift circuit 36, and a left-shift circuit 
5 38 of 128 bits. 

Addition and subtraction circuit 35 performs addition or subtraction 
with respect to data held in e register 31, Y register 32, X register 33 or N 
register 34, and outputs an operation result to right-shift circuit 36. In 
addition, addition and subtraction circuit 35 outputs a carry of the most 

10 significant bit of the operation result as a carry-out signal to other operation 
circuit, while it inputs the carry-out signal from the other operation circuit 
as a carry -in signal, to set the signal as the least significant bit. 

Right-shift circuit 36 shifts to the right, the addition and subtraction 
result output from addition and subtraction circuit 35, and outputs a shift- 

15 out of the least significant bit, caused at that time, as a right-shift-out signal 
to other operation circuit. In addition, right- shift circuit 36 inputs a shift- 
out signal from the other operation circuit as a shift-in signal, to set the 
signal as the most significant bit. 

Left-shift circuit 38 shifts to the left, a value held in P register 37, 

20 and outputs the shift-out of the most significant bit, caused at that time, as a 
left-shift-out signal to other operation circuit. In addition, left-shift circuit 
38 inputs the shift-out signal from the other operation circuit as the shift-in 
signal, to set the signal as the least significant bit. 

Control circuit 21 divides operation data of 512 bits to 128 bits each, 

25 and stores the divided data in e register 31, Y register 32, X register 33 or N 
register 34 in respective operation circuits 0 to 3 (22 to 25). For example, 
when the operation data of 512 bits is stored in the e register, bits 0 to 127 of 
the operation data are stored in e register 31 within operation circuit 0 (22); 
bits 128 to 255 of the same are stored in e register 31 within operation 

30 circuit 1 (23); bits 256 to 383 of the same are stored in e register 31 within 
operation circuit 2 (24); and bits 384 to 511 of the same are stored in e 
register 31 within operation circuit 3 (25). 

The operation of the data in operation circuits 0 to 3 (22 to 25) is 
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performed by a unit of 1 clock, and the carry is propagated from operation 
circuit 0 (22), in a direction of higher order (operation circuit 0 — > 1 — » 2 3). 
A right-shift processing by right-shift circuit 36 is not delayed by the clock, 
and shift-in to a lower-order operation circuit is performed utilizing an 
5 operation clock of a higher-order operation circuit. In order to attain this 
function, control circuit 21 independently controls a write signal for bits 0 to 
126 to P register 37 as well as a write signal for bit 127. 

Fig. 5 is a timing chart illustrating an input timing of the operation 
data in the operation circuit and a timing of data write into P register 37. 

10 When input data to operation circuit 0 (22) is determined at the fall of clock 
Tl, the carry-out signal is output from addition and subtraction circuit 35. 

In addition, bits 0 to 126 of the data are written into P register 37 
within operation circuit 0 (22) at the fall of clock T2, and the input data to 
the higher-order operation circuit 1 (23) is determined. Since the right- 

15 shift-out signal of the higher-order operation circuit 1 (23) has not been 
determined at this timing, bit 127 of the data cannot be written into P 
register 37 within operation circuit 0 (22). Therefore, bit 127 of the data is 
written into P register 37 within operation circuit 0 (22) at the rise of clock 
T3. It is to be noted that the signal timing between other lower-order 

20 operation circuit and a higher-order operation circuit is similar to that 
between operation circuit 0 (22) and operation circuit 1 (23). 

Fig. 6 is a timing chart illustrating a timing in an example in which 
input of the operation data in the operation circuit and data write into P 
register 37 are successively performed. Though the timing chart is almost 

25 the same as that shown in Fig. 5, it shows that the operation data of 128 bits 
is processed in each clock cycle. In other words, operation circuits 0 to 3 (22 
to 25) require four clocks in order to process the operation data of 512 bits. 
On the other hand, if positive or negative of an addition and subtraction 
result is not reflected in a type of a subsequent operation, for example, in a 

30 case of repetitive operation of multiplication or Montgomery multiplication 
remainder operation, next addition and subtraction can be carried out 
without waiting for completion of the operation. Therefore, the process can 
be performed in a pipelined manner. In effect, quarter number of clocks (1 
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clock) is sufficient for performing the operation. 

As described above, according to the encryption circuit in the present 
embodiment, the operation data is divided into a plurality of bits. Then, a 
plurality of operation circuits are caused to operate respective operation 
5 data, and only the carry-out and the shift-out are output to the higher-order 
operation circuit or the lower-order operation circuit. Thus, the size of the 
operation circuit can be reduced, a propagation path for the carry can be 
shortened, and the operation clock frequency can be raised. 

In addition, compared to the operation circuit processing the 
10 operation data of 128 bits, four times the amount of the operation data can 
be processed with the same number of clocks. Thus, the operation speed 
can be improved. 

(Second Embodiment) 

Fig. 7 is a block diagram showing an overall configuration of an 

15 encryption circuit in the second embodiment of the present invention. The 
encryption circuit in the present embodiment is different from that in the 
first embodiment shown in Fig. 3 in that the carry-out signal and the left- 
shift-out signal output from operation circuit 3 are input to operation circuit 
0, the right-shift-out signal output from operation circuit 0 is input to 

20 operation circuit 3, and the carry-out signal and the shift-out signals form a 
loop through the operation circuits. Therefore, detailed description for 
redundant configuration and function will not be repeated. Note that, in 
the present embodiment, USA scheme is assumed as the encryption scheme, 
and an operation length of 1024 bits is assumed. The present embodiment, 

25 however, is not limited to such an example. 

Fig. 8 is a block diagram illustrating an internal configuration of 
operation circuits 0 to 3 (41 to 44) in the second embodiment of the present 
invention. Operation circuits 0 to 3 (41 to 44) in the present embodiment 
are different from operation circuits 0 to 3 (22 to 25) in the first embodiment 

30 shown in Fig. 4 only in that the e registers, Y registers, X registers, N 
registers, and P registers are provided two each. Therefore, detailed 
description for redundant configuration and function will not be repeated. 
Control circuit 21 divides the operation data of 1024 bits into 128 



-8- 



bits each, and stores the divided data in an eO register 51, a YO register 52, 
an XO register 53, an NO register 54, an el register 61, a Yl register 62, an 
XI register 63, or an Nl register 64 in each operation circuits 0 to 3 (41 to 
44). 

5 For example, when the operation data of 1024 bits is stored in the e 

registers, control circuit 21 stores bits 0 to 127 of the operation data in eO 
register 51 within operation circuit 0 (41); stores bits 128 to 255 of the same 
in eO register 51 within operation circuit 1 (42); stores bits 256 to 383 of the 
same in eO register 51 within operation circuit 2 (43); and stores bits 384 to 

10 511 of the same in eO register 51 within operation circuit 3 (44). 

In addition, control circuit 21 stores bits 512 to 639 of the operation 
data in el register 61 within operation circuit 0 (41); stores bits 640 to 767 of 
the same in el register 61 within operation circuit 1 (42); stores bits 768 to 
895 of the same in el register 61 within operation circuit 2 (43); and stores 

15 bits 896 to 1023 of the same in el register 61 within operation circuit 3 (44). 

In performing the operation processing, the operation data is set in 
addition and subtraction circuit 35 from registers of a length of 128 bits, as 
appropriate. Thus, each operation circuit can apparently process the 
operation data of a length of 256 bits. This means that the operation data 

20 of a length of 1024 bits can be processed as a whole. In addition, when the 
operation data of a length of 512 bits is processed, for example, only eO 
register 51, Y0 register 52, X0 register 53, NO register 54, and P0 register 71 
are used, whereby, the operation data of a length of 512 bits can be 
processed. 

25 As described above, according to the encryption circuit in the present 

embodiment, two registers are provided respectively in each group of 
registers, and the carry-out signal and the shift-out signal are caused to 
form a loop through the operation circuits. Therefore, in addition to an 
effect shown in the first embodiment, a bit length of the operation data can 

30 readily be increased. 

(Third Embodiment) 

An encryption circuit in the third embodiment of the present 
invention is different from that in the second embodiment shown in Fig. 7 
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only in that operation circuits 0 to 3 have different configuration and 
function. Therefore, detailed description for redundant configuration and 
function will not be repeated. 

Fig. 9 is a block diagram illustrating an internal configuration of an 
5 operation circuit in the third embodiment. Compared to the internal 

configuration of the operation circuit in the second embodiment shown in 
Fig. 8, the operation circuit of the present embodiment is different only in 
that a B2N0 register 55 and a B2N1 register 65 for calculating in advance 
fixed data for storage, which is to be used repetitively during the operation, 
10 before the operation by the operation circuit, are added. Therefore, 

detailed description for redundant configuration and function will not be 
repeated. 

For details of the operation algorithm using B2N0 register 55 and 
B2N1 register 65, refer to the aforementioned references. 
15 As described above, according to the encryption circuit in the present 

embodiment, the fixed data to be used repetitively during operation is 
calculated in advance, and stored in B2N0 register 55 and B2N1 register 65. 
Therefore, in addition to the effect shown in the first embodiment, the 
number of clocks required for a specific operation can be reduced, and the 
20 operation processing can be carried out with high speed. 
(Fourth Embodiment) 

An encryption circuit in the fourth embodiment of the present 
invention is different from that in the second embodiment shown in Fig. 7 
only in that operation circuits 0 to 3 have different configuration and 

25 function. Therefore, detailed description for redundant configuration and 
function will not be repeated. 

Fig. 10 is a block diagram illustrating an internal configuration of an 
operation circuit in the fourth embodiment. Compared to the internal 
configuration of the operation circuit in the third embodiment shown in Fig. 

30 9, the operation circuit of the present embodiment is different only in that a 
Q0 register 73 of 128 bits and a Ql register 74 of 128 bits are added. 
Therefore, detailed description for redundant configuration and function 
will not be repeated. 
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As a register temporarily storing the operation result, QO register 73 
of 128 bits and Ql register 74 of 128 bits are provided in addition to PO 
register 71, Pi register 72. Thus, a quotient and a remainder can be held 
in these registers as the operation result. Therefore, the operation circuit 
5 will be able to perform a division processing. 

In addition, when multiplication of 1024 bits x 1024 bits is 
performed, a register holding a multiplication result of 2048 bits is 
necessary. Here, the multiplication result can be held by using PO register 
71, PI register 72, QO register 73, and Ql register 74, and thus, 

10 multiplication of 1024 bits x 1024 bits can be attained. 

As described above, according to the encryption circuit in the present 
embodiment, Q0 register 73 of 128 bits and Ql register 74 of 128 bits are 
provided in addition to P0 register 71, Pi register 72. Accordingly, in 
addition to the effect shown in the first embodiment, the division processing 

15 and the multiplication processing of the operation data having a large bit 

length can be performed. Moreover, operation for generation processing of 
an inverse element or generation processing for a key, for example, can be 
achieved. 

(Fifth Embodiment) 

20 An encryption circuit in the fifth embodiment of the present 

invention is different from that in the second embodiment shown in Fig. 7 
only in that operation circuits 0 to 3 have different configuration and 
function. Therefore, detailed description for redundant configuration and 
function will not be repeated. 

25 Fig. 1 1 is a block diagram illustrating an internal configuration of an 

operation circuit in the fifth embodiment. Compared to the internal 
configuration of the operation circuit in the fourth embodiment shown in Fig. 
10, the operation circuit of the present embodiment is different only in that 
data registers K0 (56) and Kl (66) of 128 bits are added. Therefore, 

30 detailed description for redundant configuration and function will not be 
repeated. 

In order to perform an operation with respect to operation data of 
2048 bits, four groups of registers of the total of 2048 bits should be provided. 
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In such a case, the operation data goes through four operation circuits 0 to 3 
four times. In addition, when the power remainder operation of 2048 bits is 
performed, a power e is needed merely for repeating Montgomery 
multiplication remainder operation, because power e has a small number of 
5 bits and has a fixed value. Therefore, if the register groups are re-defined 
as four 2048-bit registers, such as YY={e, Y}, NN={B2N, N}, XX={K, X}, 
PP={Q, P}> and the control circuit is configured so as to implement the 
operation algorithm of 2048 bits, the power remainder operation of 2048 bits 
can be achieved. 

10 In addition, if the control circuit is configured so as to be able to 

utilize K register used as an XX register, in a manner similar to other 
registers, an operation modulo a composite number obtained by Chinese 
remainder theorem can be implemented by performing addition, subtraction, 
and multiplication. Further, by adding a processing reading a sign of the 

15 operation result of addition and subtraction, multiplication, and division, 
operation with an extended Euclidean algorithm can be achieved. Thus, 
calculation of the inverse element required for generation of a private key or 
Chinese remainder theorem will be possible. 

As described above, according to the encryption circuit in the present 

20 embodiment, registers are re-defined to allow the processing of the operation 
data having a large bit length. Therefore, in addition to the effect shown in 
the first embodiment, the number of registers necessary for the operation 
can be reduced, and the circuit size can be made smaller. 
(Sixth Embodiment) 

25 An encryption circuit in the sixth embodiment of the present 

invention is different from that in the second embodiment shown in Fig. 7 
only in that operation circuits 0 to 3 have different configuration and 
function. Therefore, detailed description for redundant configuration and 
function will not be repeated. 

30 Fig. 12 is a block diagram illustrating an internal configuration of an 

operation circuit in the sixth embodiment. Compared to the internal 
configuration of the operation circuit in the fifth embodiment shown in Fig. 
1 1, the operation circuit of the present embodiment is different only in that a 
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selector 81 of 1 bit switching between a right-shift-in signal and a left-shift- 
in signal is added. Therefore, detailed description for redundant 
configuration and function will not be repeated. 

Selector 81 determines whether to select the right-shift-in signal for 
5 output or the left-shift-in signal for output with a condition select signal. 

In the first to fifth embodiments, when the operation in which right-shift is 
performed but left-shift is not performed is carried out, the right-shift-out in 
the previous stage input by the right-shift-in signal is stored in the most 
significant bit of {Q, P} register, and is input to addition and subtraction 

10 circuit 35 via the left-shift circuit. 

In such a circuit configuration, since it takes time for the right-shift- 
in signal to be input to addition and subtraction circuit 35, it may be difficult 
to increase the operation frequency of the operation circuit. In the present 
embodiment, in the operation in which right-shift is performed but left-shift 

15 is not performed, control circuit 21 switches selector 81 with the condition 
select signal, and the right-shift-in signal can directly be input to addition 
and subtraction circuit 35. 

In the first embodiment, as shown in Fig. 5, bits 0 to 126 of the data 
have been written in P register 37 at the fall of clock T2, and after half clock, 

20 bit 127 of the same has been written at the rise of clock T3. On the other 
hand, in the present embodiment, bits 0 to 126 of the data are written in P 
register 37 at the fall of clock T2, and after one clock, bit 127 of the same is 
written at the fall of clock T3. Therefore, in writing bit 127 into P register 
37 in operation circuit 0 (41), a time margin from the right-shift-out signal of 

25 the higher-order operation circuit 1 (42) will be improved, compared to the 
first to fifth embodiments. Thus, the encryption circuit can operate with 
higher operation frequency. 

As described above, according to the encryption circuit in the present 
embodiment, selector 81 switches between the right-shift-in signal and the 

30 right-shift-in signal that has passed through {Q, P} register and left-shift 
circuit 38 (the left-shift-in signal). Therefore, in addition to the effect 
shown in the first to fifth embodiments, the time margin in writing the 
right-shift-in signal into P register 37 can be improved, and the operation 
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frequency of the encryption circuit can be enhanced. 

Although the present invention has been described and illustrated in 
detail, it is clearly understood that the same is by way of illustration and 
example only and is not to be taken by way of limitation, the spirit and scope 
5 of the present invention being limited only by the terms of the appended 
claims. 
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